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Abstract 

Quantum computing is now recognized as the most impactful related technology for the next five 

years. Manufacturers have made enormous investments, major milestones have been achieved, 

and the pace of corporate commercialization of quantum technology is accelerating. However, 

comparatively little attention has been given to the impacts of quantum computing on cloud 

infrastructure. This is surprising, given the considerable resources made available to corporate 

research projects in the area, involving leading manufacturers. The enabler of quantum 

computing, the qubit, is qualitatively different from the classical electronic unit. Hence, for the 

expected advantages of quantum computing to be realised, new models, architectures and 

educational schemes for a Quantum Cloud Infrastructure (QCI) are needed. These must take into 

account the behaviours of qubits, the expected advantages in specific applications, the 

anticipated hybridisation of quantum-classical infrastructures, and the relevant education, 

service, deployment and regulatory particulars. 

In addition to hardware-specific educational requirements for quantum clouds, the dominant 

questions for users are economic. For which workloads are quantum cloud resources in a 

commercial context likely to be more competitive than classical? What key performance 

indicators might indicate that expected advantages are close?  The identification of management 

and resource strategies that possess such characteristics would allow organisations to focus 

limited resources on workloads where true Quantum Advantage in either Procurement or QA-as-

a-Service seems probable. 
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1. Introduction 

Data sovereignty is becoming increasingly relevant both at the operational level of 

organizations and from a broader geopolitical perspective. Global players are developing 

largescale and cross-border infrastructures that store, process, and analyze large amounts of 

sensitive data. Many states and regions are putting data sovereignty principles at the heart of 

their digital policies. Local regulations are changing business responsibilities toward their 

national markets. To safeguard sensitive data, some organizations are limiting the outsourcing of 

services to non-local players, while the construction of alternative infrastructures appears to be 

prohibitively costly. A practical solution is the adoption of a sovereignty policy for data 

governance based on a clear definition of the objectives for a specific data set and a proper 

evaluation of the risks associated with a failure to comply with these objectives, mapping the 

control over the data and its resilience to reduce the risk of non-compliance to the acceptable 

limits. Such a solution enables the exploitation of the services provided by the global 

infrastructures while remaining compliant with the local legislation. The majority of the state 

legislations require that public and sensitive data remain in national territory. Nevertheless, the 

state jurisdiction only covers the area inside the border of that state. A sufficient consensus 

among states can create regulations that govern the compliance in handling their data during 

cross-border data flow. At least a mapping of the data hosted in third-party infrastructure is 

necessary for the correct enforcement of local regulations. A data-economy model that aims at 

the cross-border data flow without excessive restrictions needs to address the issue of data 

storage and process in third-party infrastructure. Proper implementation of such a model can 

drive the sustainability of economic growth and technological innovation. 

1.1. Overview of the Quantum Computing Landscape 

Quantum computing remains an evolving field, underscored by the novelty of the 

technology, the relative immaturity of the engineering required to build quantum devices, and the 

ongoing development of qubit technologies. According to IBM, over 100 distinct 

superconducting devices have been built (attributed to over 50 different institutions) within the 

eight years of the goal-oriented IBM Quantum Network. Achievement of a fault-tolerant 

quantum computer remains years away. The qubit error rates of today’s prototype noiseless 

devices are orders of magnitude higher than their equivalent classical operations. As yet, the pace 

of commercialization and end-user adoption remains limited, with most users still engaging in 

experimentation rather than actual production workloads. However, exploratory efforts are 
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beginning to reveal the classes of problems that are amenable to quantum speedup.

 

Fig 1: The Quantum Trajectory: Navigating Fault-Tolerance Horizons, Cloud-Native 

Delivery Models, and the Frontier of Quantum Advantage 

In the near future, likewise, the balance of power in quantum computing is expected to 

change, with the first electromagnetic structures able to solve quantum phase estimation being 

introduced. These advancements will catalyze genuine operational speedup and allow an ever-

growing range of commercial operations to be performed. Nonetheless, it is still important to 

understand how and why quantum computing differs qualitatively from classical computing, 

particularly in the context of cloud data-centers. Such differences drive the establishment of 

cloud-based operational models and service delivery models. Quantitative comparisons with 

classical computing should also be understood, particularly with respect to achieving speedup. 

By definition, quantum advantage occurs when a quantum computer outperforms the best 
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classical computer on the same task. 

 

2. Quantum Computing Fundamentals for Cloud Infrastructure 

The preceding section explained the workings of quantum computing in general terms. 

While cloud computing requires consideration of both standards-based computer science 

principles and cloud-specific technology issues, only the latter were addressed. The central 

technological aspects of quantum computing most relevant to cloud operation are qubits, gates, 

decoherence, and error correction. The following tracking of operational features and dynamics 

introduces some relevant operational principles from data-center practice. These principles will 

be applied in Section 2.1 as the basis for framing operational advantages in quantum-enabled 

clouds. Load types that could exhibit advantage, factors that could enhance advantage and 

metrics appropriate for assessing advantage rather than performance are all discussed. 

Data-center operations follow standards recommended by the International Organization 

for Standardization (ISO) and the International Electrotechnical Commission (IEC) in the 

ISO/IEC 27000 family of standards. The characteristics of these operations (i.e., non-functional 

properties, operational properties or quality characteristics) are usually measured against service-

quality indicators known as key performance indicators (KPIs). Many KPIs have been proposed 



 
 

5 | P a g e  
 

for data-center operations, each one concerned with a particular characteristic. However, not all 

indicators are relevant in the same circumstances, and even then there is often uncertainty about 

advantage. For quantum computing workloads, responses are required only from suitable 

operations—those whose load can be efficiently processed on quantum hardware. 

Equation A. Quantum fundamentals equations  

A1) Qubit state, normalization, and measurement probabilities 

A single qubit lives in a 2D complex vector space. Basis: 

|0⟩ = [
1
0
] , | 1⟩ = [

0
1
] 

General state (superposition): 

|𝜓⟩ = 𝛼|0⟩ + 𝛽|1⟩ 

with complex amplitudes 𝛼, 𝛽 ∈ ℂ. 

Step 1 (normalization rule): total probability must be 1: 

⟨𝜓|𝜓⟩ = 1 

Step 2 (expand): 

⟨𝜓|𝜓⟩ = (𝛼∗⟨0|+𝛽∗⟨1|)(𝛼|0⟩ + 𝛽|1⟩) 

Step 3 (use orthonormality): 

⟨0|0⟩ = 1, ⟨1|1⟩ = 1, ⟨0|1⟩ = 0, ⟨1|0⟩ = 0 

So: 

⟨𝜓|𝜓⟩ =|𝛼|2 +|𝛽|2 = 1 

Measurement (Born rule): 

𝑃(0) = |𝛼|2, 𝑃(1) = |𝛽|2 
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A2) Single-qubit gates as unitary operators 

A gate is a linear operator 𝑈 acting on states: 

|𝜓′⟩ = 𝑈|𝜓⟩ 

Constraint: probabilities must still sum to 1 after transformation, so: 

⟨𝜓′|𝜓′⟩ = ⟨𝜓|𝑈†𝑈|𝜓⟩ = ⟨𝜓|𝜓⟩ 

This must hold for all |𝜓⟩, therefore: 

𝑈†𝑈 = 𝐼 

So 𝑈 is unitary. 

Example: Hadamard gate 

𝐻 =
1

√2
[
1 1
1 −1

] 

Apply to |0⟩: 

𝐻|0⟩ =
1

√2
[
1
1
] =

|0⟩ +|1⟩

√2
⇒ 𝑃(0) = 𝑃(1) =

1

2
 

2.1. Quantum Advantage in Data Center Operations 

Some quantum operations may offer an advantage over the best-known classical method, 

making them faster, cheaper, or more efficient in another metric. Such improvements need not 

even occur for all workloads—only for a sufficient number of configurations with sufficiently 

high significance and value that the deployment is justified. These considerations are 

encouraging the search for quantum advantage in data-center operations, providing the basis for 

dedicated quantum resources in large clouds to complement the commercial quantum service 

offerings accessible via a public network. However, enterprise quantum workloads may differ 

fundamentally from those being investigated in the context of research and development, and 

therefore the conditions under which quantum advantage is possible in these environments 
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warrant careful study. Several such properties have already been identified in a data-center 

context. 

Operational data-center workloads range from core business operations to underlying 

infrastructure functionality supporting other services; research and development may be aimed at 

either new features or improved resource-using efficiency. It is straightforward to categorize 

workloads and assess whether they perform quantum-resilient cryptography, fall within 

mathematical paradigms such as quantum simulations or sampling, or can benefit from quantum-

related speed-ups in simple optimizations but remain tractable and efficient when solved 

classically. The search for quantum advantage has therefore been framed in these terms, 

specifically through metrics involving cost and time, but such analysis can just as readily 

accommodate data loss, responsiveness, throughput, power consumption, storage requirements, 

or security resilience. 

2.2. Hybrid Quantum-Classical Architectures 

Architectural patterns with coupled quantum and classical components are examined in 

this section. The hierarchy is presented from a business-oriented perspective, with quantum-

related components hidden from the end-user and the integration exposed only at the 

orchestration and runtime levels. 

Infrastructure provisioning for the quantum elements may be handled with different 

degrees of automation depending on how mature the technology is for that specific use case. For 

technologies in the early experimental stage, the entire quantum layer may be set up for specific 

workloads by a small team of experts and made available to non-expert users in a single-bid 

integration pattern. With technologies that can be set up in a more modular way, it becomes 

possible to build the quantum layer as a multi-tenant facility that can be provisioned on-demand 

for each incoming request, albeit without user-level SLAs. 

In such cases, managing an experimental facility may be automated using a workload 

orchestration subsystems, whereas integration of the quantum layer with the classical parts of the 

architecture is handled at the orchestration level. With quantum technologies that are fully 

configurable, integration with the classical parts can be automated both at deployment time and 

runtime; the delivery of SLAs for such workloads becomes possible by monitoring the backlog 
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of jobs waiting for execution of their quantum section and automatically provisioning additional 

resources in the quantum layer whenever needed. 

3. Architectural Models for Quantum Cloud Infrastructure 

As for any data center service—public or private—the physical location of quantum 

cloud resources is not mandated by the computing interfaces. However, the service provider 

chooses whether the architecture of a quanta cloud is multi-tenant or dedicated. IaaS or PaaS 

delivery requires multi-tenancy, without which the principal benefits of cloud delivery would be 

lost. A dedicated architecture is necessary for SaaS delivery of algorithmic capabilities that 

superpose patterns typically generated by mathematical modelling. In this narrow area of 

quantum computing, advantage is defined not by shorter execution times but by the production 

of patterns of a form that was sought originally. Such capability is presently unavailable either in 

the SDKs of quantum-hardware providers or in classical cloud offerings. 

Another aspect of the data-center orientation is the need to provision resources by their 

quantum properties, such as the connectivity of qubits or the error rates of gates, Strong 

dependence on quality creates extra pressure on SLAs. Quanti cation of excess risk and the use 

of excess-risk–based pricing enable the level of assurance typically associated with equitably 

priced public cloud delivery. 

3.1. Service Models and Deployment Scenarios 

The core offering of Quantum Service Providers is a quantum-capable region of a 

Quantum Cloud Infrastructure. Depending on the QCI user perspective (the service consumer), 

three service model categories with multiple variants are considered: IaaS, PaaS, and SaaS. 

Multi-tenant (shared or pooled) use of the quantum resources is most beneficial for the service 

provider. In the case of large enterprise use (such as a national laboratory, a large financial 

service implementor, or a major telecommunication operator), dedicated quantum resource 

facilities may be required. Both models may support a range of provisioning options and service 

level agreements (SLAs) matched to the workload requirements. 

IaaS-supporting QCAs provide access to the raw quantum resources—such as QPU(s) or 

simulator backends—through a low-level SDK or API, enabling advanced customers to define 

their own control sequences, algorithms, compiler stacks, and execution-layer signaling. In PaaS, 
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the quantum resources are orchestrated over a complete application workload by the Quantum 

Cloud Middleware, which may also support fault tolerance, semantic annotation, and SLA 

policies. XYZ-QCs with a SaaS offering present pre-defined application workloads accessible by 

a defined set of users through a high-level interface. This may involve a hybrid QCCS, where 

one of the application-domain backends resides outside the XYZ-QC premises. 

 

Fig 2: Quantum Cloud Infrastructure: Taxonomic Frameworks for IaaS, PaaS, and SaaS 

Service Delivery in Multi-Tenant Environments 

3.2. Hardware-Software Abstractions and Middleware 

The variety of back-end devices for quantum computing—superconducting devices, ion 

traps, neutral atoms, photonic systems, and so on—requires a corresponding level of hardware 

abstraction in the software layer, and especially in the middleware. Software development kits 

(SDKs), compilers for source code transformation, and simulator libraries need to be provided. 
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Software development kits abstract the specifics of a particular quantum back-end for 

application developers. They allow working at different levels of abstraction: expressivity using 

high-level programming languages in the cloud; managing compilation for more efficient 

execution on the quantum processor back-ends; and debugging capabilities for error detection 

before quantum execution. Authors of quantum applications do not need to know the 

particularities of the hardware they are targeting, but the quality of the abstractions offered by the 

SDK directly impacts the performance of their application. 

The role of a quantum compiler is to translate high-level code written by quantum 

application developers into a gate-level representation compatible with a specific hardware back-

end. Quantum instruction sets vary widely, depending on the chosen technology for 

implementing qubits. A compiled quantum program also contains a mapping of the logical qubits 

of the program to the physical qubits of the hardware device, and even the execution path that the 

program will undertake if the computation involves quantum error correction. 

Simulators allow running quantum programs on classical computers, simulating what 

would happen if they were executed on a quantum computer, essential for debugging 

applications. Quantum simulation is an area of great research interest because of the way that it 

can be leveraged to boost quantum applications with minimal overhead. In addition to 

debugging, high-level quantum programs can also be translated into low-level instructions that 

offer significant performance speed-ups when run in a hybrid quantum-classical quantum 

architecture during the quantum computation phase. 

Another important software stack is quantum middleware, which operates as a control 

and orchestration layer extending between the user-facing programmer and the device controller. 

The middleware connects the user-facing surfaces, which provide services and information for 

both quantum and other-layer developers, with the respective hardware and device controllers in 

such a way that cross-layer interoperability and communication is guaranteed. 
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Equation B. Noise, decoherence, and error correction (core to QCI feasibility) 

B1) Decoherence as exponential decay (derivation) 

A common operational model for coherence loss is exponential: 

Assume: coherence 𝐶(𝑡) decays proportionally to its current value: 

𝑑𝐶

𝑑𝑡
= −

1

𝑇2
𝐶 

Step 1 (separate variables): 

𝑑𝐶

𝐶
= −

𝑑𝑡

𝑇2
 

Step 2 (integrate): 

∫
𝑑𝐶

𝐶
= −∫

𝑑𝑡

𝑇2
⇒ ln𝐶 = −

𝑡

𝑇2
+ 𝑘 
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Step 3 (exponentiate): 

𝐶(𝑡) = 𝑒𝑘𝑒−𝑡/𝑇2 

Step 4 (use initial condition 𝐶(0) = 𝐶0): 

𝐶(0) = 𝑒𝑘 = 𝐶0 ⇒ 𝐶(𝑡) = 𝐶0𝑒
−𝑡/𝑇2  

(See the plotted decoherence curves shown above.) 

B2) Probability of at least one error across a circuit (step-by-step) 

Let: 

 𝑝𝑔 = error probability per gate (simplified) 

 𝐺 = number of gates 

Step 1: probability a single gate is correct = 1 − 𝑝𝑔 

Step 2: probability all 𝐺 gates are correct (independent approximation): 

𝑃(no error) = (1 − 𝑝𝑔)
𝐺

 

Step 3: probability at least one error: 

𝑃(≥1 error) = 1 − (1 − 𝑝𝑔)
𝐺

 

Step 4 (small 𝑝𝑔 approximation): 

(1 − 𝑝𝑔)
𝐺
≈ 𝑒−𝐺𝑝𝑔 ⇒ 𝑃(≥1 error) ≈ 1 − 𝑒−𝐺𝑝𝑔 ≈ 𝐺𝑝𝑔 

(when 𝐺𝑝𝑔 ≪ 1). 

4. Sovereign Data Governance: Principles and Frameworks 
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Sovereign Data Governance addresses the volume of sensitive data traversing Boarder 

Control legislations and policies introducing new requirements to guarantee sufficient protection 

in relation to the purpose of the processing. Confidential and sensitive data no longer follow the 

early Internet model of free flow and hence there is a clear delineation on the need for 

Government control on the subject matter. Ownership of the data relocates to those that collected 

the data and controlling access or processing operations is the objective of data sovereignty 

especially on Personal Identifiable Information. Hence the appropriateness of controls is traded 

against risk applied to boarder control legislations. An example of Boarder Controls in action is 

the European Union General Data Protection Regulation has several tenets of Data Sovereignty 

where the regulation focuses on PII and Sensitive Information. 

A Regulatory Framework maps Regulation to Architecture where the base level of 

operations is jurisdictional boarder control. Sovereign Data Governance provides assurance of 

whether the regulations in the location of the originating data are being followed. The location of 

the data at rest supports Policy Regulation compliance by allowing internal audit and 

government assurance of security controls on the Sensitive and PII data. When the data crosses 

jurisdictional borders, the privacy controls in the originating jurisdiction are mapped into the 

destination jurisdiction ensuring lesser or equal Privacy Control on the data not greater and 

evaluating risk at trade-off with that control сапазе. 

4.1. Jurisdictional Data Sovereignty and Compliance 

National and regional assurances of sovereignty often rely on commensurable 

jurisdictional control over sensitive personal and organizational data. However, the proliferation 

of multi-tenant public cloud services has challenged the notion of sovereign control over data 

stored, processed, or exchanged using external cloud services. Due to the fact that data seldom 

respects physical boundaries of regions or nations when traversing the Internet and that different 

legal jurisdictions regularly impose contradictory requirements on cloud service providers—such 

as the European Union’s General Data Protection Regulation (GDPR) versus the United States 

Cloud Act—governments and the private sector are facing increasing pressure to propose new 

standards, legislation, and policies that stem the data flow for sensitive data repositories across 

national borders, instead requiring that such data be stored or processed within trusted areas. 

A first step in protecting sensitive personal data during external storage or processing 

operations consists of identity management and access controls. By enforcing strong access 
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controls, private keys associated with end-to-end data encryption solutions (where only the end 

systems have access to clear-text data) may be safely stored with a third party that ensures high 

levels of cryptographic life-cycle management. Furthermore, as organizations increasingly 

embrace a Zero Trust Security model, access control and Identity as a Service (IDaaS) functions 

are being offloaded to external service providers. Adoption may be encouraged further if 

regulatory mapping to the cloud architecture demonstrates that current external IDaaS 

capabilities already satisfy such business requirements. Nevertheless, even the most advanced 

access controls cannot completely mitigate risk; therefore, government and private-sector 

organizations have proposed additional capabilities that minimize risk and provide transparent 

assurance to stakeholders by requiring that sensitive data types do not leave designated 

jurisdictions during data flow, storage, or processing operations. 

5. Security and Risk Management in Quantum Cloud Systems 

Trove quality often degrades over time—particularly when information is stored remotely 

and accessed over the Internet. Important operations require constant monitoring and constant 

risk management. Clouds are commonly operated by multiple customers (multitenant model), 

exposing a shared risk landscape and inevitable incident interaction. Clouds are conceptually less 

secure and need to be better managed throughout the information lifecycle (e.g., incident 

detection, response, continuity). Quantum Cloud Systems become more exposed because of their 

crypto-escape risk. This risk should be controlled via layered measures (decentralized for better 

management) covering incident detection, response, and continuity. 

Trove users, owners, and guardians keep information secure while using their own 

encryption. However, cloud operators—the custodians of the service ecosystem—often lack such 

access controls. Cloud information quality decay is faster and more impactful when privacy 

concerns are mishandled. The latent threat-covered information trove is a compelling target for 

incident exploits. Rapid-action capability can recover most of the natural information lost, but 

the detection speed needs improvement. Fast detection and response minimize not only 

information loss but also disaster recovery effort. Data centers and classical cloud ecosystems 

specializing in such management can share their experience and know-how with quantum-

enabled environments. 

5.1. Quantum-Resistant Cryptography and Key Management 
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State-backed cyber operations pose a grave threat: intelligence agencies target digital 

infrastructure and apply novel quantum computing techniques. Within a cyber-military context, 

such developments may undermine cloud security. Service providers must respond with detailed 

identification of control layers, protection of user data through encryption and managed risk. 

Quantum computing has not yet achieved the requisite scale to pose an immediate threat to 

modern encryption techniques. However, the emergence of reliable semiconductor-based 

solutions may facilitate the commercialization cycle. At that juncture, security postures must 

incorporate quantum-resistant schemes. 

 

Fig 3: Mitigating State-Backed Quantum Threats: Crypto-Agile Cloud Security and the 

Transition to Semiconductor-Based Quantum Resistance 
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Presently, public key schemes dominate encryption-as-a-service offerings. The security 

characteristics of the underlying mathematics assure end-users of the likely persistence of 

confidentiality. However, any key compromise necessitates re-encryption of protected data and 

agreement on a new key. The emergence of devices capable of operating with increasingly 

smaller key sizes diminishes these concerns. At the other extreme, the credentials for 

establishing a private key remain privileged secrets for a concentrate crypto-agile sensitive 

document encrypted with a symmetric scheme. Security cannot, however, always be assured by 

no backdoor. Solutions relying instead on an imitation perfect encryption scheme offer an 

alternative possibility. 

5.2. Incident Detection, Response, and Continuity 

Attention to incident identification and response is a fundamental aspect of risk 

management for any infrastructure. Providers and their customers must ensure that processes 

exist to monitor for and detect incidents in such a way that supports reliable identification, 

classification, investigation, and rectification. These processes should assess and record changes 

in the environment as they occur, and the underlying infrastructure should be configured to 

support a forensics-ready posture. The response to incidents affecting cloud systems and services 

must also be well thought through, with relevant teams and systems in place to enable an 

effective response. 

Cloud environments supporting quantum activities must also plan for management in the 

face of disruption. Business continuity planning is concerned with the continued delivery of 

services to customers in the event of a disruptive occurrence that lasts more than a brief period of 

time. An incident-eluding control that is certainly relevant for clouds, but perhaps 

underappreciated in many instances, is that of disaster recovery. This control requires that 

processes be in place to allow the restoration of service, functionality, or an environment after an 

event or failure that leads to a complete loss of capability. 
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6. Compliance, Standards, and Interoperability 

Regulatory landscapes affect cloud computing at all levels and across borders. Sponsor-

directed assurance activities, such as Cloud Security Alliance STAR certification, allow 

organizations to gain visibility into compliance with important frameworks, while enabling 

service providers to differentiate offerings and demonstrate third-party assessment of controls. 

Compliance with local law is fundamental for security and risk management; consequently, 

regulatory landscapes determine the requirements of many clouds. In addition to legal 

compliance, cross-vendor support for data transfer, workload execution, and application 

interoperability enhances commercial opportunity, addresses vendor lock-in, and requires an 

ecosystem-wide view. 

Many aspects of compliance, especially concerning International Information Security 

Management System standard, often stop short of establishing full compatibility and equivalence 

across jurisdictions. A risk-based corollary for governing data, the Cloud Security Alliance Data 

Sovereignty Guidance, complements the earlier model by addressing non-local infrastructures. 

At the same time, scrutiny of International Data Organization Cloud Security Architecture 
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highlights the absence of links to regulatory, law enforcement support, data sovereignty, or other 

compliance considerations. Real-world complexities involving Information Security 

Management System compliance and local law constraints appear repeatedly. 

0 1 2 

Execution time T T = T_queue + T_exec + T_comm 

Quantum speedup S S = T_classical / T_quantum 

Total cost C C = r_c*T_c + r_q*T_q + C_overhead 

Availability A A = MTBF / (MTBF + MTTR) 

Reliability over t R(t) R(t) = exp(-t/MTBF) (simple exponential model) 

Equation C. Quantum cloud operations equations (KPIs, advantage, hybrid runtime) 

The highlights KPI-based assessment and that “quantum advantage” means outperforming the 

best classical method on the same task. 

C1) End-to-end hybrid job time (step-by-step model) 

A hybrid workflow typically has: 

 classical preprocessing/postprocessing time 𝑇𝑐 

 quantum part executed via cloud call(s) 

 queueing/backlog delays at QPU 

For one quantum call: 

𝑇𝑗𝑜𝑏 = 𝑇𝑐 + 𝑇𝑞𝑢𝑒𝑢𝑒 + 𝑇𝑒𝑥𝑒𝑐 + 𝑇𝑐𝑜𝑚𝑚 

For 𝑛 quantum calls (iterative hybrid algorithms): 
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𝑇𝑗𝑜𝑏 = 𝑇𝑐 +∑(𝑇𝑞𝑢𝑒𝑢𝑒,𝑖 + 𝑇𝑒𝑥𝑒𝑐,𝑖 + 𝑇𝑐𝑜𝑚𝑚,𝑖)

𝑛

𝑖=1

 

Cloud relevance: the notes SLAs may depend on monitoring backlog and provisioning more 

quantum resources. 

C2) Quantum advantage condition using a KPI 

Let a KPI be “smaller is better” (time, cost, energy, etc.). 

Classical KPI: 𝐾𝐶 

Quantum/Hybrid KPI: 𝐾𝑄 

Define improvement ratio: 

𝐴 =
𝐾𝐶
𝐾𝑄

 

If 𝐴 > 1, quantum/hybrid is better on that KPI. 

For time KPI specifically, speedup: 

𝑆 =
𝑇𝐶
𝑇𝑄

 and advantage if 𝑆 > 1 

6.1. International and Cross-Border Data Governance Standards 

For all organizations that exchange data with partners across the globe, a rapidly growing 

number of laws, regulations, and standards impose requirements intended to protect personal and 

other sensitive data. The approval of the GDPR has led to increased scrutiny on data transfers to 

jurisdictions with less rigorous protections. Many other jurisdictions now operate under similar 

frameworks and laws, policies, and proposals continue to emerge that address data governance 

and cross-border flows. Businesses continuing to operate cross-border Web services must ensure 

they do so in compliance not just with the laws of the countries in which they operate, but also 

with the laws of the countries from which they acquire data and provide services. These 
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compliance requirements are growing in number, and lists of jurisdictions appearing on the 

various watch lists may provide some clues as to the jurisdictions that may require special 

attention going forward. 

Cross-border data transfers must be governed in such a manner that both the country of 

origin and the country of destination are satisfied that their respective data governance concerns 

are being properly addressed. Many jurisdictions have adopted, or are in the process of adopting, 

their own privacy laws to protect against data breaches or other forms of misuse, or that establish 

a country-specific regime governing any transfer of data outside its borders. As such efforts 

continue, it is anticipated that in the coming years relevant data governance requirements will be 

a key consideration in any formal or informal agreement established between any given country 

or block of countries and other countries or blocks of countries. 

7. Conclusion 

The contributions here synthesize the literature on Quantum Cloud Infrastructure and 

Sovereign Data Governance Systems. Both domains are characterized by rapid technology and 

market evolution, regulatory development, and a growing number of commercial deployments. 

Two consequential shifts may reshape the near-term trajectory of these ecosystems: preparations 

for the deployment of post-quantum encryption schemes and the experimentation with, and 

gradual deployment of, cloud services supported by quantum technologies. Policy considerations 

and architectural implications arise for each area, with future research directions highlighted. 

Quantum computing promises new forms of strategic advantage, yet practical returns 

have been slow to materialize. Nevertheless, the integration of quantum technology into cloud 

environments has the potential to accelerate production-grade use and may offer significant 

operational efficiencies for cloud providers facilitating the delivery of quantum resources. Such 

benefits are likely to coalesce around a limited number of operating models and domains. 

Practical implementations of hybrid QCI systems should offer valuable proof points, while 

uncertainty regarding the commercialization timeline and pace of error-rate reductions constrains 

the planning of early-stage deployments. 
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                                Fig 4: Ecosystem Trajectory & Regulatory Progress 

7.1. Final Insights and Future Directions in Quantum Cloud Infrastructure 

Considering the current state of the Quantum Computing Landscape, it can be assessed 

that the progress toward practical quantum computing has accelerated significantly, with 

technological milestones achieved on several paths to quantum advantage and an increasing 

number of market offerings. However, much work remains to be done to overcome prohibitive 

error rates in current quantum devices and scale them into a fault-tolerant computing 

infrastructure at cloud scale. As a result, advances in the Quantum Computing Fundamentals for 

Cloud Infrastructure, with their data-center relevance and emphasis on qubit-based computing 
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support, have the potential to enhance operational capabilities and efficiency in data-center 

environments, at least for specific workload types, particularly those performing simulation tasks 

such as Monte Carlo methods and neural-network training that can admit relaxed latency 

requirements. 

Research in Architectural Models for Quantum Cloud Infrastructure suggests that 

quantum-enabled cloud infrastructures of the future will likely follow a multi-service, multi-

tenant operational model, at least for general-purpose clouds. An important design dimension for 

a quantum-enabled cloud will be the level of abstraction offered to service consumers: although 

quantum hardware platforms currently require specialized skills to use—similar to the early 

evolution of classical cloud computing—these skills should be progressively decoupled from 

direct access via high-level Software Development Kits (SDKs) that expose layers of abstraction 

for circuit-based execution and quantum simulations. An initial estate of several different service 

models, including quantum simulators, Q-as-a-Service, and hybrid quantum-cloud control, is 

expected to grow into a more comprehensive offering covering Quantum-Learning-as-a-Service 

(QLaaS) and quantum-resilient operations supported by post-quantum cryptography and 

incident-detection-and-response capabilities. 
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