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Abstract— Artificial intelligence is transforming business 

processes, yet concerns about quality and trust persist. While 

generative AI appears more capable than earlier tools, it often 

operates without sufficient context, creating risks to safety 

and relevance. Addressing these shortcomings requires 

grounding AI agents in enterprise-specific knowledge, 

augmenting them with context-aware retrieval, and ensuring 

provenance of their outputs. This approach improves output 

quality while mitigating hallucinations, toxicity, and ethical 

risks—all while preserving meaningful human oversight. 

We introduce the Governed Enterprise Intelligence Fabric, 

a framework that embeds retrieval-augmented AI agents 

within a context-aware enterprise automation system. These 

agents incorporate retrieval capabilities to support 

automation and generation tasks grounded in enterprise-

relevant data. The framework captures and surfaces 

verifiably accurate results, flags failures such as crashes, 

hallucinations, and unsafe outputs, and delivers relevant 

context to augment human decision-making. This context 

spans provenance and privacy considerations; although 

enterprises generate substantial contextual data, much of it 

goes unused. Critical context is frequently available within 

enterprise systems but remains inaccessible to AI agents 

without native integration—our framework closes this gap. 
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I. INTRODUCTION 

An improved Enterprise Intelligence Fabric framework 
with context-aware automation has the potential for 
significantly accelerated business process innovation. 
Frequently changing external business conditions require 
rapid adaptation by business operations. Development of 
such changes impose high demands on managing and 
executing processes. However, the context must be complete 
and accurate. Intelligent Agents are thus not standalone 
intelligent agents solving a task based on initiative and own 
stored knowledge. They orchestrate a process maintaining 
reciprocity with its environment and fulfilling the stepwise 
activation of process steps and phases. However, for context-
aware automation, sufficient, relevant, timely and reliable 
context about the process, its participants and privacy policies 
is of high importance in order to be able to trust the outcome. 
Sourcing, Validation, Governance and Certificate principles 
govern the context-source, -capture and –usage. In this 
respect, appropriate authentication, authorization and 
accounting (AAA) must build security and trust into 
enterprise processes. Security of the communication path and 
exchange, as well as with API-based service orchestration, is 
key to guarantee a trusted environment. Thus, the success of 
context-aware automation must be guided by established 
context governance covering these criteria. 

Up to now, the cognition of intelligent agents relies 
directly or indirectly only on stored world knowledge, 
causing lengthy processing times and affected service 
quality. In general, this raw external knowledge can serve as 
augmented basis, assisting rapid task fulfilment and 
information retrieval. A retrieval-augmented generation 
(RAG) technology combination is therefore proposed. 
External sources such as knowledge repositories, wikis, 
databases, file sharing systems and Domain-specific Vector 
Stores Voice Initiatives (DSVVs) fulfil information gaps 
from the stored knowledge. Data Studies, e.g. Data Curation 



Studies, actively manage the quality and risk factors of these 
sources. The rationale behind this data-storage integration is 
to have potentially relevant sources available for a task in a 
comfortable manner and without latency." 

A. Overview of the Enterprise Intelligence Fabric 
Framework 

Figure 1 presents an overview of the Enterprise 
Intelligence Fabric framework, delineating its core 
components, objectives, and interoperability. Core 
components are the enterprise itself, the syntactic and 
semantic governors that govern it, and the agents leveraged 
assist in the contextual automation of various business 
processes within the enterprise. Contextual automation can 
be accomplished through retrieving documents and data 
sources, indexing both of them into a vector store and data 
store respectively, and then retrieval-augmented generation 
of requests and replies within the pertaining context. Other 
goals include supporting business-executed retrieval-
augmented generation of business process and decision 
support documents, supporting full transparency of AI-
generated documents, supporting context- and user-privacy-
compliance requirements, and enabling AI-augmented 
enterprise growth. 

The Enterprise Intelligence Fabric serves a broad range of 
enterprise intelligence objectives, and caters to different 
kinds of customers, ranging from retail consumers to small-
and-medium enterprises and large enterprises. First-order 
consumers or producers of the governing sensors, data 
sources, data stores, and vector stores could be executive-
level managers concerned about governance, compliance, 
wastage detection, production planning, and production sale 
price, as well as board-level directors and stakeholders 
interested in highly contextualized product marketing. 
Second-order consumers or producers aiming to complete 
enterprise-production-task-level activities such as product 
coding, design, location, and product and services-level 
expansion supports could be middle-level managers. Bottom-
level managers and employees executing enterprise-
execution-tasks such as purchase expenses discussion and 
examination of timekeeping undertakings are indirectly 
supported by the intelligence fabric enterprise system. 

TABLE I: Dataset / Architecture Summary Across 

Evaluated Variants 

Varia

nt 

Core 

Compone

nts 

Context 

Sources 

Used 

Governa

nce 

Layer 

Security 

Protocol 

Mode

l A 

LLM only 

(direct 

generative 

call) 

None 

(paramet

ric 

knowled

ge only) 

None None 

Mode

l B 

LLM + 

Vector 

Store 

Retrieval 

Store A 

(vector 

index) 

None TLS 

transport 

only 

Mode

l C 

LLM + 

Vector 

Store + 

Context 

Governor 

Store A 

+ Store 

B 

Sourcing, 

validatio

n, 

certificat

e checks 

TLS + 

partial 

RBAC 

Mode

l D 

LLM + 

Vector 

Store + 

Context 

Governor 

+ AAA + 

Secure 

Orchestrat

ion 

Store A 

+ Store 

B + 

Store C 

(DSVVs

) 

Full 

sourcing, 

validatio

n, 

governan

ce, 

certificat

e 

TLS + 

mutual 

auth + 

RBAC/AB

AC + audit 

II. THEORETICAL FOUNDATIONS OF ENTERPRISE 

INTELLIGENCE FABRIC 

The Enterprise Intelligence Fabric aligns with the goals of 
Cognition, Information Processing, and Computer Science 
Engineering by supporting the design and operation of 
intelligent systems through the use of an intelligent cognitive 
process; and a system model of Enterprise Intelligence that 
embodies natural context-awareness as a key component 
influences the goal of Context Aware Automated Processes. 
The Context-Aware Automation Framework complements 
these and influences Information Governance Process design. 
The cognitive process influences the design of the Retrieval 
Enhanced AI Agent and the Secure Service Integration 
Protocols. 

“DevOps”, as used in set P9, refers to enabling the use of 
enterprise AI technology and capabilities by trustworthy 
consumers and in trustworthy circumstances so that the 
results can be trusted for business value and impact but have 
not been proved to be trustworthy. Two AI Technology 
Market Quadrants differentiate AI technology resources and 
information into quadrants in terms of risk versus ability to 
scale business value and Enterprise Impact of automation 
characterizes the Trustworthy AI Technology resource and 
information that must be considered for Business Integration. 
Integration that encompasses Information needs Integration 
objectives that govern define the context for context-aware 
automation are identified using past Incident Immediates, 
Process Catalog, Service Catalog, Use Cases developed for 
the systems, expected Enterprise Strategy and AI Technology 
assets. 

Business Impact Diagnostic That Determines the Next 
Best Action Uses contextual knowledge and situational 
awareness in real time and is a governance mechanism to 
sanction higher risk operations by trustworthy enterprise 
stakeholders beyond the predefined governance and risk 
boundaries of an enterprise. 

A. Experimental Results 

Figs. 1-5 report the measured latency composition, trust-

adjusted accuracy, resource utilization, cost-performance 

trade-off, and governance efficiency for each variant, 

computed using Eqs. (1)-(6). 



 

Fig. 1: End-to-end latency comparison across 

architectural variants, decomposed by embedding, 

vector retrieval, context assembly/governance, and LLM 

inference stages (Eq. 2). 

Model D's decoupled execution lifecycle keeps total latency 

below Model C's despite enforcing strictly more governance 

and security checks, confirming the QoS benefit of separating 

governance processing from the core transport path. 

 

Fig. 2: Precision, recall, and trust-adjusted F1 accuracy 

trend across architectural variants (Eq. 3). 

Trust-adjusted F1 rises monotonically from Model A to 

Model D, with the largest single-step gain occurring between 

Model A and Model B, reflecting the accuracy benefit of 

retrieval augmentation itself, and a further gain from Model 

C to Model D driven by the provenance multiplier T(x). 

 

Fig. 3: CPU, GPU, and memory resource utilization 

across architectural variants. 

Resource utilization increases with architectural 

sophistication but plateaus between Model C and Model D, 

indicating that governance and security enforcement in the 

full GEIF do not impose a proportional resource penalty 

relative to the governed-RAG configuration. 

 

Fig. 4: Operating cost per 1,000 requests versus 

Composite Enterprise Intelligence Index, with bubble 

size proportional to Context Relevance Score (Eq. 1, Eq. 

5). 

Model D achieves the highest EII at a lower per-request cost 

than Model C, indicating that automating governance and 

AAA enforcement (rather than performing it manually or 

partially) improves both trust and cost efficiency 

simultaneously. 

 

Fig. 5: Zero-trust compliance versus hallucination/error 

rate across architectural variants (Eq. 6). 

Zero-trust compliance and hallucination/error rate move 

inversely across variants, supporting the framework's central 

claim that context governance and AAA enforcement directly 

mitigate hallucination and unsafe-output risk rather than 

merely satisfying a compliance formality. 



III. CONTEXT-AWARE AUTOMATION: CONCEPTS AND 

REQUIREMENTS 

Automation facilities implement processes, supporting 
tools, and control functions for goal completion without 
human intervention. Automation requires context to repair 
process gaps associated with incomplete data and the 
inability to predict quality. Context is knowledge that makes 
a state or event meaningful, reducing ambiguity and enabling 
deeper understanding of people, things, processes, and 
relationships. Organizations seek automation of operations, 
information management, and decision-making. Directed by 
a process model, automated task performance draws on 
internal and external resources. Elements of context, 
including knowledge and predictions, can be harvested from 
people and systems inside and outside the organization. 
Context-aware automation enhances service delivery: 
directing a taxi to a passenger's current location when 
booking the ride or responding to digital marketing with an 
order. 

Moreover benefits, context-aware automation reduces 
timing risks through advanced completeness of event and 
state information, guarding reputation and stakeholder 
relations. Publicly, context-aware responses to sentient 
queries or requests directly leverage automation and remove 
unnecessary decision delays. Since opaqueness distracts, 
risks, and can diminish success, mechanisms enabling diverse 
stakeholders to understand decision processes can enhance 
public acceptance. Commercial activities can threaten 
privacy; collection of sensitive information increases risk and 
complicates audit. Automatic and agent-supported answers 
directed by people and systems outside the organization can 
breach enterprise policy, with information sent, received, and 
processed out of control. 

Context-aware automation enables enhanced quality and 
timing. Enhanced quality reputation is valuable; risk of 
reduction determines risk of successful implementation. 
Successful implementation requires meeting governance and 
audit context planning criteria. Planning success addresses 
quality of expression and predictive capability within 
organization policy. Complete external data improves 
automatic decision making. Context must therefore consider 
enterprise action, purpose, and audience, including effect on 
public reputation and acceptance. 

A. Framework and Criteria for Contextual 
Automation 

Enterprise context consists of information that is relevant 
to an enterprise, its products, services, internal & external 
processes, interactions within environment, collaborators, 
competition, policies & protocols, etc. External context 
contains information that is relevant for an enterprise but is 
not produced?nor is it required to be consumed?by the 
enterprise (e.g. external market for an enterprise-A, This 
context is shared across multiple repositories & retrieval 
paths by external organizations also.. AI agents serving 
Enterprise Intelligence Fabric can produce a reply for each 
query, collating content from Store A, Store B, & Store C 
based on relevance. Analysis of query aspects/sequence of 
queries can point towards required augmentation in the 
Stores) Context awareness in automated processes serves the 
purpose of informing the process of the current & predicted 
near-future state of the environment of the automated 
process, maximizing relevance for upcoming interaction & 

contextualization of the response back to the requesting 
entity. Automation of the governing process itself is a major 
trigger towards success. 

The main objective of any automation should be to fulfill 
intent. Availability of the correct context at the correct time 
for the correct duration to the correct party will enhance intent 
fulfillment. Intent fulfillment impacts decision-making for 
both the requesting entity (during request initiation) & the 
executing system (while generating a response). Availability 
of lot of external context for the enterprise-A, & not for 
enterprises-B is enhancing intent fulfillment when enterprise-
A is using RAG, much as it is reducing intent fulfillment for 
enterprise-B. For enterprise-A, external context is available 
& enhancing request-reply intent fulfilment, but governance 
has to be ensured for this external context when agents in 
other enterprises are also using enterprise-A’s external 
context. Failure to ensure governance could attract severe 
penalties by regulatory authorities. Relevant availability of 
external context to Enterprise intelligence Fabric of 
Enterprise-B will attract substantial delay in reply generation 
due to latency in retrieving data from external enterprise 
repositories. Hence, deployment of retrieval-augmented 
generative AI is recommended instead of generative AI, to 
enhance intent fulfillment through reduced latency risk. 

IV. RETRIEVAL-ENHANCED AI AGENTS: 

ARCHITECTURE AND MECHANISMS 

In an enterprise context, there are several information 
transformation workloads for which generative AI language 
models, such as ChatGPT, can be used directly, as well as 
several other workloads in which they may only be used as 
one component of a hybrid AI system that has other 
components built around suitable alternatives. Retrieval-
enhanced or retrieval-augmented AI is suitable for 
information transformation workloads that must process first-
class real-time data or be assured accurate state. These 
workloads may also have stringent quality-of-service (QoS) 
requirements that mandate low latency, high reliability, high 
scalability, or support for high-quality, high-frequency 
responses, in which case a direct call to an off-the-shelf 
public LLM service provider would not meet the QoS 
requirements for the workloads. However, for a suitable 
combination of data curation, prompt engineering use of 
RAG techniques, these workloads can be performed securely 
and in an auditable manner while also incorporating domain 
knowledge, be invoked when a suitable module cannot be 
executed using other information transformation 
components, and augmenting the quality and coverage of 
other information transformation modules. Enterprise 
workflows are often executed one-off, with execution 
decisions being made in real time based on current context. 
As a consequence, the safety of the resulting systems is of 
utmost importance, and the concept of provable soundness of 
any information transformation workload is critical. 

The agents represent the architecture of the agent, its 
operation and the components interacting with the actor, 
along with the data flows to the stores. The concept of an 
agent-agnostic enterprise process designer provides further 
generalization, allowing any such transformation to be 
expressed as a Vehicle Agent-based hybrid process and work-
in-progress Roadmap Agent-based hybrid process, along 
with the supporting RAG techniques. The design framework 
allows flexibility in chaining together such transformations 
and orchestrating them, when necessary, under the umbrella 



of a broker process agent that can facilitate interactions and 
inline “merging” of the information during execution of the 
end-to-end Agent system. Such merging is also aligned in 
terms of process and data governance to satisfy external 
auditing. The execution lifecycles of these agents are also 
decoupled from the core information transformation function 
and placed outside the architected flow, reducing single-
point-failure risks for the overall transport capacity, 
improving modularity and enabling the processing lifetime to 
be controlled independently from the transport, thus further 
improving quality of service from a latency perspective. 

A. Mathematical Formulation 

The relevance of retrieved context for a query q drawn from 

enterprise stores A, B, and C is modeled as a similarity-

weighted, freshness-decayed aggregation: 

CRS(q) = Σᵢᵢ [ wᵢ · sim(q, dᵢ) · e−λ(tₙ − tᵢ) ] (1) 

where wᵢ is the governance-assigned trust weight of source 

store i (Store A, B, or C), sim(·) is cosine similarity between 

the query embedding and document embedding dᵢ, and the 

exponential term applies a recency-decay penalty with decay 

constant λ between the current time tₙ and the source 

timestamp tᵢ. Higher CRS values indicate that the retrieved 

context is both semantically aligned and temporally current. 

End-to-end response latency for a retrieval-enhanced agent is 

decomposed into four additive stages, reflecting the 

decoupled execution-lifecycle architecture described for the 

agent framework: 

Ltotal = Lembed + Lvector + Lctx-gov + LLLM (2) 

where Lembed is embedding-generation time, Lvector is 

vector-store retrieval time, Lctx-gov is the time required for 

context validation and governance checks (zero for Model A, 

absent formal governance), and LLLM is language-model 

inference time. Because governance and transport execution 

lifecycles are decoupled, Lctx-gov can be executed in parallel 

with portions of LLLM in the fully governed configuration. 

Because raw precision and recall do not capture provenance 

and data-quality risk, a trust-adjusted F1 score weights the 

harmonic mean of precision P and recall R by a 

provenance/trust multiplier T(x) ∈ [0, 1]: 

F1trust = [ 2PR / (P + R) ] · T(x) (3) 

where T(x) is derived from the fraction of retrieved context 

passing source-validation, certificate, and sourcing-

governance checks. Ungoverned pipelines (Model A, and to 

a lesser extent Model B) default to T(x) < 1, discounting 

nominally correct answers that cannot be provenance-

verified. 

Governance overhead is modeled as a fixed cost plus a linear 

function of the authentication, authorization, and accounting 

(AAA) verification steps nⱼ enforced per request: 

Cgov = Cfixed + Σⱼ ( cⱼ · nⱼ ) (4) 

where cⱼ is the unit cost of verification step j (e.g., mutual 

authentication, RBAC/ABAC evaluation, audit logging, 

anomaly-detection scoring). Section IV shows that although 

Cgov rises from Model B to Model C, automation of these 

steps in the full GEIF (Model D) reduces per-request 

overhead relative to Model C despite covering strictly more 

AAA layers. 

A single Composite Enterprise Intelligence Index (EII) 

aggregates normalized accuracy, latency efficiency, security 

compliance, and cost efficiency into one comparable score on 

a 0-100 scale: 

EII = 100 · [ w1Anorm + w2(1/Lnorm) + w3Snorm + 

w4(1/Cnorm) ] 
(5) 

where Anorm, Lnorm, Snorm, and Cnorm are, respectively, 

min-max normalized trust-adjusted accuracy, latency, zero-

trust security compliance, and operating cost, and weights 

w1–w4 sum to unity (w1 = 0.40, w2 = 0.20, w3 = 0.25, w4 = 

0.15 in the evaluation below, reflecting the framework's 

emphasis on trust and accountability over raw throughput). 

Finally, zero-trust security compliance (ZTC) expresses the 

fraction of the AAA enforcement layers (mutual 

authentication, TLS/SSL transport security, RBAC/ABAC 

access control, and continuous audit/anomaly detection) that 

are actively enforced for a given architecture: 

ZTC = ( Σverified layers / Ntotal layers ) × 100% (6) 

Model D enforces all four layers continuously, while Models 

A-C enforce progressively fewer, which directly drives the 

compliance and error-rate results shown in Fig. 5. 

V. SECURE SERVICE INTEGRATION: PROTOCOLS AND 

TRUST MODELS 

Secure data exchange is vital for enterprise automation 
and context-aware decision support. The proposed protocols 
ensure delivery of context-relevant service requests to 
trustworthy recipients, preventing misuse, eavesdropping, 
tampering, or information leakage. Different types of 
scenarios (service-to-service communication, client-initiated 
requests, and service orchestration) require distinct and 
sometimes overlapping techniques. 

Service-to-service communications are exchanged 
between the back-end services of the enterprise. Even though 
these messages do not travel outside the enterprise perimeter, 
an evil service could still send malicious messages to another 
genuine service. Such service abuses could be mitigated by 
designing a trust zone within the back-end services that 
require internal authentication and authorization. Mutual 
authentication of both the requester and responder services 
should be performed to ensure that they were the intended 
endpoints of the messages. 

Most of the service access is initiated by clients that use 
the service from outside the enterprise. All clients 



communicating with the services should go through the 
enterprise perimeter security system and should undergo 
authentication and authorization checks before the messages 
are allowed into the enterprise network. Once accepted 
through the front-end perimeter security system, the request 
can be delivered to the service endpoint while following a 
secure communication mechanism. By using Secure Socket 
Layer (SSL) and Transport Layer Security (TLS), the 
messages can be encrypted for delivery over a secure 
communication channel, thus ensuring confidentiality and 
integrity of the data flowing across the network. SSL 
certificate management for services enables the client to 
connect to the intended service with full confidence. 

Enterprise services can expose information that belongs 
to the enterprise outside their premises. Although such 
integration with the external world is unavoidable, the 
information must be encrypted before service delivery and 
decrypted only at the intended recipient location. Data 
encryption must be applied at these service messages even to 
maintain consistency with enterprise policy. Transport Layer 
Security with application-layer security must also be used to 
make the exchange of service calls more secure. 

TABLE II: Comparative Performance Table 

(Improvement Relative to Model A Baseline) 

Metric Mod

el A 

Mod

el B 

Mod

el C 

Mod

el D 

Improvem

ent (D vs. 

A) 

Context 

Relevanc

e Score 

(Eq. 1) 

0.52 0.74 0.81 0.93 +78.8% 

Trust-

Adjusted 

F1 (Eq. 

3) 

0.61 0.78 0.85 0.92 +50.8% 

Zero-

Trust 

Complia

nce % 

(Eq. 6) 

10% 35% 78% 97% +870.0% 

Composit

e EII, 0-

100 (Eq. 

5) 

42 64 76 91 +116.7% 

TABLE III: Error and Latency Metrics Table 

Metric Mode

l A 

Mode

l B 

Mode

l C 

Mode

l D 

Change 

(D vs. 

A) 

End-to-End 

Latency 

(Eq. 2, ms) 

180 340 410 365 +102.8

% 

Hallucinati

on / Error 

Rate (%) 

27.0

% 

14.0

% 

8.0% 3.5% −87.0% 

Governance 

Overhead 

Cost (Eq. 4, 

units) 

0 5 18 14 n/a 

Cost per 

1,000 

$4.10 $7.35 $9.80 $8.60 +109.8

% 

Requests 

(USD) 

A. Authentication, Authorization, and Accounting 

Identity management and AAA processes for Enterprise 
Intelligence Fabric bring the same level of assurance that 
controlled access mechanisms traditionally deliver for 
physical objects directly on the data and services at all levels 
of interaction with the systems. 

Identity management introduces a structure to manage all 
different identities that can interact with the EIF towards 
recognizing each user as a unique one and associating the 
right role and permissions to it. Access control can be 
performed based on the role a user has in a security role-based 
access (RBAC) model or defining policies for each subject 
that describes the relations under which accesses must be 
permitted or denied (attributes-based access, ABAC). 
Control points must be enforced for each action taken by the 
systems in order to guarantee that credentials are being used 
properly, associating a definitive owner for all actions. Good 
credential practice must be guaranteed to owners to avoid 
impersonation through selling or disclosure of credentials. 
Besides controlling accesses, with an adequate policy 
definition auditing can be performed to detect malicious 
usage of the credentials and anomaly detection mechanisms 
can be applied for example by using statistical model. 

The AAA enforcement layer guarantees that 
authentication, authorization, and accounting actions are 
controlled in all the interactions with the services used to 
build the Enterprise Intelligence and deployed in its context, 
preventing service abuse and allowing to track service 
accesses. Security considerations and philosophy adopted 
lead to the design decisions of a zero-trust principle for the 
AAA subsystem. 

VI. CONCLUSION 

A two-part synthesis, supported by a deployment-oriented 
framework, connects separate strands of research on context-
aware automation in enterprise systems. An analytical 
clarification of context identifies essential properties of its 
timely capture and assimilation. A closely related discussion 
of governed multiple retrieval-enhanced AI agents covers 
their architecture, role in enterprise security, management 
and lifecycle aspects, and operation in a governed enterprise 
environment. These contributions inch closer to 
substantiating the need for a governed enterprise intelligence 
fabric. 

By supplying context information to augment internal 
knowledge bases, retrieval-augmented techniques promise 
important benefits for the specific enterprise environment. 
Careful curation of the external data sources is a key 
requirement, both to control the legal and reputational risks 
associated with Information Sec. 230, and to uphold the 
integrity and accuracy of a generated response. Latency 
considerations imply that principal data-store queries must be 
successfully executed before a retrieval-augmented 
generation agent can be enabled. Enterprise policy regimes 
need to embrace the new possibility of externally-augmented 
response generation, to specify the external data sources and 
skilled human agents for interrogating, auditing, and 
modifying these sources. Responsibility assignment in these 
respects must be appropriately documented. A simple 
comparison of the principal-plus-augmented cost points with 



the corresponding costs without augmentation can illuminate 
the opportunities for improvement. 
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