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Abstract  

The past decade has witnessed a proliferation of Big Data in the Finance industry. Several technologies are being developed in 

parallel, and a consolidated assortment of AI-based analytical products is emerging. The bulk of these Big Data-based projects 

within the finance domain are concerned with Investment Management. These services deal with the application of Machine 

Learning or Natural Language Processing on alternative datasets (e.g. Unstructured Data, Sentiment Analysis, Web traffic, etc.) 

with the aim of predicting Price Movements or even Stock Prices of Stocks, commodities, or different Asset Classes. Another set 

of companies are providing data-driven strategies that predict Financial Market Anomalies. But these innovative products do not 

appear to provide reliable and robust results for Early Detection of Financial Anomalies. 

One technology that aims to contribute in this area is AI-Powered Anomaly Detection. Early detection of Financial anomalies 

(e.g. Flash Crashes, High Liquidity Drought, Opening Price Dislocation, Price Dislocation in the presence of Large Imbalance) 

has been attempted through traditional machine learning-based models. A natural extension of this effort is to employ AI-

Powered Big Data Analytics for Early Detection of Financial AAnomalies. An end-to-end solution capable of ingesting Big Data 

in real time, processing with AI-Powered Technology, and signalling detections with Data Governance is developed and 

presented. Real-time Scalability and versioning of the data has also been examined. 

Keywords : Big Data, AI, anomaly detection, flash crash, liquidity droughts, arbitrage windows, qualitative trading, market 

microstructure, Novozhilov test, attention sub-network, temporal anomalies, finance market alerting. 

1. Introduction 

Early detection of anomalous behaviour in financial markets has the potential to improve decision-making by market participants 

and moderators. Market anomalies are commonly associated with price formation and liquidity but are not easily detected in 

historical data. Standard time series or regression-based techniques used in finance attempt to uncover such structures but do not 

lend themselves to real-time evaluations. AI methods, particularly in conjunction with Big Data, open new avenues. 

Big Data is a general term for data management strategies that can accommodate extremely large volumes of data that are 

commonly known as 3Vs: volume, velocity, and variety. The three sectors of finance that create the greatest challenges for Big 

Data management are market transactions, banking records, and customers, though additional sectors such as financial news and 

social signals are also prevalent. Three special categories of Big Data technologies are relevant for market anomaly detection: (1) 

preparation and storage technologies such as NoSQL databases, (2) distributed processing and cleaning systems, and (3) engines 

for real-time alerts. 



 

 

                                                                       Fig 1: AI in Data Analytics 

1.1. Background and Significance                                                                                                                                                        

AI-Powered Big Data Analytics for Early Detection of Financial Market Anomalies. Martin Wainstein, Inna Goychuk: Bank of 

Lithuania; Modestas Karpavicius: Vilnius University. 

Early detection of anomalies that threaten the stability of financial markets is a critical element of both effective risk control and 

evasive measures. The proposed research introduces AI-powered Big Data techniques capable of signalling various financial 

market anomalies before they escalate into major crises. The introduction of the analytics process and the planned notification of 

the relevant parties is the main contribution of the proposed research. This contributes directly towards ensuring investor 

protection and the preservation of financial stability. 

Anomaly detection aims to identify patterns that do not conform to expected behaviour. Markets are not different, and when 

prices start drifting from their equilibrium or common characteristics, the said pattern has an anomaly behaviour. In the context 

of market prices, temporal anomalies include liquidity droughts (long periods of low order book activity) and flash crashes (a 

sudden sudden price drop followed by a very fast recovery). These are momentary situations; however, a wide variety of data 

sources point to these conditions and their relationship with price formation, sentiment and liquidity. Using those signals, a 

detection mechanism can trigger an alert whenever an anomaly is detected. 

Equation 1: Returns from price (standard preprocessing for anomaly detection) 

Most financial anomaly detectors work on returns rather than raw prices. 

(1) Simple return 

𝑟𝑡 =
𝑃𝑡 − 𝑃𝑡−1
𝑃𝑡−1

 



 
 

(2) Log return (more stable for modeling) 

ℓ𝑡 = log⁡(𝑃𝑡) − log⁡(𝑃𝑡−1) = log⁡  (
𝑃𝑡
𝑃𝑡−1

) 

1.2. Research design                                                                                                                                                                                   

For finance practice and policy, the development should help early detection of anomalies in price and liquidity formation in real 

time by combining a large variety of sources (order book, news, social signals, macro indicators) and using state-of-the-art AI 

methods with proven performance or explainable-equivalent results. The proper design of the entire end-to-end pipeline—from 

data ingestion to alert generation—will warrant practical deployment in a variety of contexts. The system will allow detection of 

a wide range of temporal patterns, either followed by the expected behavior and news, or no bullish-bearish price-driving signal 

at all, thus pointing to possible liquidity drought. 

After examining flash crash cases and liquidity drought signals of major assets in the BTC-USD pair, results seem to suggest that 

the detection algorithm is capable of generating satisfactory early signals that coincide with a flash crash period or liquidity 

debilitating event. Most alerts seem to occur around 30 min before the event, which may offer an opportunity for traders to close 

positions or risk manage them through other instruments or measures. The low ratio of alarms detected in a 1 h window before 

the flash crash time seems to improve the quality of the alerts, even if the trade-off remains to be completely analyzed. 

2. Theoretical Foundations 

Big Data analytics and machine learning have found success across diverse domains due to their ability to learn, recognize 

patterns, and make predictions from large datasets. Financial practice and research may similarly benefit from these approaches, 

yet analytics remain shallow, and machine learning techniques have yet to be widely adopted. Financial anomaly detection has 

promising practical applications but has received relatively little attention, particularly in the developing Asian markets. Early 

anomaly detection is critical for policymakers and financial regulators, who seek to prevent, mitigate, and respond to disasters 

such as flash crashes, liquidity droughts, and extreme population shifts. Finance even plays a proactive role, with violation 

opportunities rapidly relayed to the public. Simultaneously, market agents and firms identify and exploit bid-ask pricing 

differentials, presenting trading strategies that clear market inefficiencies. These firms possess deep learning capabilities and can 

promptly capitalise on new information for profit. Identifying and forecasting windows for pure price misalignments drawn from 

arbitrage is hence essential for retail market participants. 

Recent advancements in Big Data technologies, encompassing data storage and sensors, high-volume, high-velocity data 

processing, and real-time fast-data analytics, now facilitate the automatic and high-precision detection and forecasting of 

financial market anomalies. Consequently, building a production-ready anomaly-detection solution for financial markets requires 

selecting the types of input data and monitoring logic, specifying the model used to detect the violation scenario, and evaluating 

the overall stability, fault tolerance, latency, scalability, and maintainability. Data availability, depth, and exploration are further 



 
enhanced by complementing traditional price, volume, and order book information with news sentiment, social signal intensity, 

and macroeconomic indicator variation. 

2.1. Big Data Technologies in Finance                                                                                                                                                                 

Big Data technologies have revolutionised all aspects of financial services, including the creation and support of new Financial 

Technology solutions. New architectures allow real-time processing of vast volumes of transactional and operational data, 

including traditional market data such as price, volume or order-book data and alternative signals from social media, news and 

macroeconomic indicators. The amalgamation of these developments allows for timely detection of new anomalies affecting 

price formation and market microstructure. These data sources and technologies enable the scaling up of all aspects of anomaly 

detection previously considered in isolation. Relatively simple supervised models can achieve promising performance on 

classical trades based on daily data, with a roadmap proposed for more complex deep-learning techniques that support detection 

of more subtle temporal anomalies. 

Big Data technologies for Finance include functions for data storage (such as NoSQL databases), fast in-memory data processing 

engines, real-time automated stream processing (for example, Spark Streaming, Storm and Flink) and distributed processing of 

batch data (Hadoop Map Reduce, Spark). Distributed processing environments provide the governance, version control and data 

management required for the implementation of analytics pipelines that are scalable, fault tolerant and stable. Together with a 

controlled deployment process, they enable the rapid construction, testing and deployment of predictive models that can serve as 

inputs to real-time analytics.  

 

                                                     Fig 2: AI-Powered Evolution of Big Data 



 
2.2. Anomaly Detection and Market Microstructure                                                                                                                           

Any deviation of market features or signals, such as price and liquidity, from their typical behaviour can be viewed as an 

anomaly. Three major types of anomalies can be distinguished: anomalies stemming from the accumulation of private 

information, anomalies affecting the microstructure of asset prices (such as flash crashes and liquidity droughts), and unexplained 

price changes that exhibit regular patterns in the order book (such as pricing errors and short arbitrage windows). Price formation 

and markets’ cross-sectional or time-series properties across all compatible assets type should be able to detect deviations across 

signals. The change of price between two consecutive points in time must be transparent and follow an arbitrary statistical 

distribution. Otherwise, markets are providing sub-optimal pricing to their users, i.e., traders with varying time-horizons who are 

actively sending orders to the market. As a consequence of an inadequate ordering process, the main types of markets guarantees 

on price discovery and liquidity provision cannot be fulfilled. When market anomalies occur, these guarantees are not fulfilled. 

Price and order flow changes between consecutive time intervals must belong to a multivariate and multi-dimensional order book 

process that can accommodate different assets types and that can also control for variations across time zones, market cycles and 

news events. However, these periodic price corrections might, in turn, be exploiting wider order book mis-pricing relationships 

with the specific risk that the order book moves out of equilibrium and persists in such state for a time longer than its natural 

mean-reverting framework. 

 
Equation 2: Rolling-average threshold for “volume spikes” (explicitly described) 

Step 1: rolling mean 

For a window 𝑊: 

𝜇𝑡 =
1

𝑊
∑ 𝑉𝑡−𝑖

𝑊−1

𝑖=0

 

 

Step 2: rolling standard deviation 

Use sample std over the same window: 

𝜎𝑡 = √
1

𝑊 − 1
∑(𝑉𝑡−𝑖−𝜇𝑡)

2

𝑊−1

𝑖=0

 

 

Step 3: z-score (normalized spike magnitude) 

𝑧𝑡 =
𝑉𝑡 − 𝜇𝑡
𝜎𝑡

 

 

Step 4: alert rule 

Alert at 𝑡 ⟺ 𝑧𝑡 > 𝜏 



 
 

 Typical choices: 𝜏 ∈ [2,4]. 

 This matches the paper’s idea of rolling threshold-based spike alerts  

3. Data Sources and Preprocessing 

Financial anomaly detection relies on price, volume, and order book data, complemented by alternative datasets such as news, 

social media signals, and macroeconomic indicators. Historical events may be mined to define an anomaly type's key features, 

but without innovative feature engineering and data fusion, data cleansing and normalization remain the main tasks. Addressing 

typical financial data issues, such as missing values and sudden feature distribution changes, is imperative. Evaluation is 

necessarily unsupervised, and therefore highly sensitive to noise; it should also account for the inherent difficulty in detecting 

rare events and consider operational overheads. 

Data sources can be broadly categorized into primary and alternative datasets. Primary datasets include traditional price and 

volume trading data, order book data for liquidity modeling, and other types of data like news, social media signals, and 

macroeconomic indicators designed to capture sudden shifts in market sentiment. Although such sources cannot directly trigger 

alerts, they are regarded as potential early warning indicators. Anomaly detection in financial time series is further complicated 

by the presence of concept drift (i.e., sudden changes in the statistical properties of time series). 

3.1. Market Data and Alternatives                                                                                                                                                          

Three main groups of data are exploited to detect market anomalies: standard market signals (i.e. price, trading volume, order 

book), alternative data geared towards mood assessment (e.g. news articles, Twitter messages, Reddit posts), and macro 

indicators describing the state of the global economy (e.g. money supply by central banks, unemployment rate, inflation). In the 

field of anomaly detection, however, two of the biggest challenges are data cleaning and normalization. 

Before any detection can take place, Big Data governance concepts must come into play. Since all data sources are pulled from 

online repositories in real time, tracking and versioning are necessary to implement proper data lineage. Whenever an anomaly is 

detected and an alert is generated, historical data become a good set to work on. Cleaning involves the detection of outliers 

(excessive price or volume variations in a given time interval), missing values or wrongly encoded values. One common way to 

deal with missing values is to replace them with the average of the previous and following values. Another, more effective, 

method, is to apply a fitted spline based on neighbouring values. Since news articles and social signals often have a very different 

space and time scale when compared to price/volume/activity data, feature engineering is also important. 

The risk of false positives can also be mitigated by explicitly dealing with concept drift. Some concepts are defined dynamically, 

depending on the underlying market conditions. For example, a flood of news articles or social signals about an event has little 

significance if the event was already known to the market participants. All analyses and alerts make this explicit. 



 

 

                                   Fig 3: Market Data and Alternatives of AI-Powered Big Data Analytics 

3.2. Data Cleaning, Normalization, and Feature Engineering                                                                                                       

An understanding of market microstructure features and the careful definition of anomalies enable the integration of alternative 

data that are relevant for early detection. Major data sources for identifying events or conditions resulting in a large change of 

prices and/or an important loss of liquidity are the classical financial prices, traded volume and order book data of markets. 

Newsflow from various channels (news wires, agency publications, financial papers, social media) introduces additional 

information that has been shown to have a relation with the price dynamics through the crowd behavior of market participants. 

Both Big Data methods and machine learning offer strong capabilities for clearsighted system work. Nevertheless, considerations 

on the cleaning and further treatment of the data are still extremely important for the whole detection process. In particular, the 

cleaning and normalizing steps are essential. The information available through these distinct channels can offer the possibility to 

detect alerts related to flash crashes or periods of severe liquidity drought. Thus, Big Data techniques should mitigate the well-

known limitations of classical research in finance. Traditional econometric models perform poorly in the Big Data setting: they 

usually require prior steps of feature selection or the introduction of regularization, which are unsatisfactory for automatic 

detection of solutions. 

Equation 3: Missing value handling equations (explicitly mentioned as methods) 

(a) Neighbor average imputation (step-by-step) 



 
If 𝑥𝑡is missing but 𝑥𝑡−1and 𝑥𝑡+1exist: 

𝑥̂𝑡 =
𝑥𝑡−1 + 𝑥𝑡+1

2
 

 

(b) Spline imputation (conceptual equation) 

Fit a spline 𝑠(𝑡)on observed points {(𝑡𝑖 , 𝑥𝑡𝑖)}, then: 

𝑥̂𝑡 = 𝑠(𝑡) 

4. Methodological Framework 

Both unsupervised and supervised methods can be employed to identify anomalies in financial data, and the selection of suitable 

performance metrics depends on the intended application. In the context of financial data, unsupervised methods are often 

preferred, as labeled data may not be readily available and are usually obtained through time-consuming manual efforts. 

Successful implementations of unsupervised anomaly detection have been achieved in various diverse domains, particularly 

through deep learning approaches tailored to capturing temporal anomalies in time-series data. 

Temporal anomaly detection is a challenging problem that requires the development of methods capable of jointly analyzing the 

temporal dimension and multiple time-series. Many available temporal signal datasets are derived from image data sources and 

are often explicitly annotated to provide the ground truth for training and model evaluation. Financial market datasets differ 

significantly in nature, and the prospect of a labeled dataset is remote. Methodological proposals for deep learning-based 

temporal anomaly detection can be categorized along several axes: (i) architectural design; (ii) the representation of the input 

signal; (iii) the training regime; and (iv) the interpretability of the results. 

4.1. Supervised and Unsupervised Anomaly Detection Methods                                                                                                

Abnormal events in the financial market can occur at any point and their detection remains an open issue. Recent studies have 

suggested that artificial intelligence can be applied to Big Data-based analytics for the early detection of anomalies. Anomalies 

may be detected using either supervised or unsupervised machine learning. The former requires labelled datasets of such events, 

which could lead to scarcity in real world because they are rare by definition. Unlike supervised learning where machine learning 

algorithms learn from a train dataset containing both normal and abnormal samples of the said signal, unsupervised learning 

systems output high dimensionality score without the presence of labelled samples and have gained acceptance recently 

especially in financial domain. 

The first step of employing supervised machine learning for financial market anomaly detection is to identify an anomaly score in 

the data. These scores can then be used to determine the performance of the process. All performance measures are calculated 

from the array of performance scores on the training dataset. Evaluation metrics generally acknowledge that as long as the 

temporal dimension of the problem remains, the machine-learning methods that have been proposed can potentially be adapted 

both in the supervised as well as unsupervised settings. Alternatively, a signal processing perspective can also be adopted for 



 
temporal anomaly detection. In this case, the set of signals are generated from Multiple Matrix Factorization and used as features 

by a classifier system (e.g. Random Forest) when supervised learning are under consideration. These signal functions are crafted 

so that they can be treated as oracle score functions in supervised approach. 

Deep learning-based approaches are well suited for tackling temporal anomalies, such as LSTM, AutoEncoder, Convolutional 

Neural Networks and based on Temporal Convolutional Networks. The core idea is to present a temporal sequence to the 

learning algorithm as input and let the network learns to discriminate between the normal temporal states by minimizing some 

loss function and outputting an associated labeling score. Different modalities of inputs are also possible: in some previous works 

temporal image patches are constructed and fed to standard classifiers, Temporal-exploration Visual Sentiment Analysis presents 

a video sequence as a short spatio-temporal video clips and builds a new special-temporal context content explanation to capture 

distinctive semantics of both content and context issued in their detection work, and Dense-Trajectories clusters ST-trajectory of 

different activity categories into one cluster to help capture and discriminate different activities better. 

 

                                 Fig 4: Supervised and Unsupervised Anomaly Detection 

4.2. Deep Learning Approaches for Temporal Anomalies                                                                                                                                              

A variety of supervised and unsupervised methods from machine learning and statistics have been proposed for the detection of 

anomalies. Supervised methods require the presence of anomaly labels in the training dataset. Such labels can be difficult, costly, 

and time-consuming to obtain. As a consequence, unsupervised methods are more widely adopted. However, classical 

unsupervised techniques typically cannot leverage multi-dimensional input data, nor take advantage of complex feature 

extraction methods employed for other deep learning tasks. 



 
Another important consideration for anomaly detection is the presence of a temporal dimension in the data. A portion of the input 

features — and/or other auxiliary data — stays constant across the observation window. This includes, for example, price and 

volume features generated in the context of anomaly detection; news mentions or social signals covering the same time window; 

and macroeconomic indicators that are fixed during the same time period. Moreover, different sensors (i.e., nodes in sensor 

networks) usually operate in a similar environment, and share characteristics such as the same ground truth distributions. In these 

cases, temporal information can be leveraged to improve anomaly detection through the application of deep learning architectures 

designed for temporal data, such as recurrent neural networks (RNNs) or temporal convolutional networks (TCNs). 

Equation 4: One-Class SVM anomaly detection (paper lists it) 

Step 1: primal optimization problem 

One-class SVM finds a boundary that encloses “normal” data: 

min⁡
𝑤,𝜌,𝜉

1

2
∥ 𝑤 ∥2+

1

𝜈𝑛
∑𝜉𝑖

𝑛

𝑖=1

− 𝜌 

 

subject to 

𝑤⊤𝜙(𝑥𝑖) ≥ 𝜌 − 𝜉𝑖 , 𝜉𝑖 ≥ 0 

 

 𝜙(⋅)maps into kernel feature space. 

 𝜈 ∈ (0,1]controls the expected outlier fraction. 

Step 2: decision function 

After solving, the score is: 

𝑓(𝑥) = 𝑤⊤𝜙(𝑥) − 𝜌 

 

Step 3: anomaly rule 

Anomaly ⟺ 𝑓(𝑥) < 0 

5. System Architecture and Deployment 

The proposed solution integrates commonly used open-source technologies and leverages AI-powered algorithms to provide 

continuous market monitoring and timely alerts. The entire end-to-end analytics pipeline—from data ingestion and preparation to 

feature engineering, detection, and alert generation—can be operated directly from a laptop using a cloud-based Virtual Machine. 

A suitable combination of tools for production deployment can be selected based on the specific constraints of the target 



 
environment. The focus should be on providing a fault-tolerant solution capable of meeting requested latency targets and secured 

against potential threats. 

Anomaly detection must remain a priority at every stage of the pipeline, with emphasis on data governance and versioning. 

Incoming market data should be governed using a Datalake architecture, ensuring anomaly-free, well-structured content. 

Supervised detection methods can trigger alerts to human operators requesting further analysis of detected patterns. Operational 

readiness of a production-grade and truly automated high-throughput solution has not yet been achieved; it would require deeper 

data cleaning, enhancement with alternative data sources, and adaptation of detection methods to better match financial data 

characteristics. 

5.1. End-to-End Analytics Pipeline                                                                                                                                                              

An end-to-end analytics pipeline encompasses all phases of market data management—from ingestion to alert delivery. Pipelines 

for systems performing cross-sectional analyses typically have a daily ingest schedule, while those designed to capture temporal 

anomalies in real time or near real time require specialized architecture and techniques. Thus, it is essential to consider all aspects 

of the analytics pipeline: In addition to optimizing computational efficiency and ensuring a high degree of available redundancy, 

pipeline design should also account for industry-grade requirements such as fault tolerance, latency budgets, data governance 

(including versioning and access control), and deployment options (on-premises versus cloud). Community support for a pipeline 

built on mainstream open-source technologies usually reduces long-term maintenance costs. 

The use case discussed in Section 6 centers on a real-time engineering and analytics assembly line capable of ingesting financial 

data from a broad range of market sources (including transaction-level information) accelerated by current Big-Data frameworks. 

A horizontal overview of this assembly line highlights supporting elevators for preparation and processing, before leading into a 

prominent vertical channel designed to support elastic, low-latency processing. The analysis leverages Big-Data technologies for 

data storage and processing, Apache Spark’s MLlib library for temporal anomaly detection, and Apache Kafka for implementing 

an ondemand serving infrastructure. Finally, production rules formalizing service-level expectations for latency, availability, and 

fault tolerance are presented; these rules underscore the need for nontrivial architectural decisions and development trade-offs, 

particularly outside the core analytics component itself. 



 

 

5.2.Scalability, Reliability, and Latency Considerations                                                                                                                             

A Big Data analytics pipeline must be designed for scale, fault tolerance, and low-latency operation. Given that driving the 

analysis from a large-scale production operation in a financial knowledge-oriented company is not only a research project but 

also a business-critical facility, the final architecture must adhere to production quality attributes within the data analysis chain, 

particularly when detecting anomalies in near real-time. 

Anomalous behavior—flash crashes, extreme liquidity droughts, spans with high arbi-risk for arbitrageur windows, and so 

forth—requires near-real-time detection and alert generation. Response times must be commensurate with remediative actions 

taken by market participants in reaction to the alerts. In an AWS cloud deployment, all components—mainly AWS S3 for data 

ingestion and AWS Lambda functions for pre-processing steps and alert generation—can be triggered within an elapsed time of a 

few seconds once the data governance and management processes governing versioning and activation of the relevant processing 



 
chain are fulfilled. However, latency-control strategies must be devised to avoid delay on data ingestion when deployed in an on-

premises setup. 

 

Equation 5: Low-rank decomposition (Robust PCA) for separating “normal + sparse shocks” 

Step 1: model 

Assume observed multivariate signals matrix 𝑋decomposes as: 

𝑋 = 𝐿 + 𝑆 

 

 𝐿: low-rank “regular market regime” 

 𝑆: sparse “anomaly shocks” 

Step 2: optimization problem 

min⁡
𝐿,𝑆

∥ 𝐿 ∥∗+ 𝜆 ∥ 𝑆 ∥1 s.t.𝑋 = 𝐿 + 𝑆 

 

 ∥ 𝐿 ∥∗: nuclear norm (sum of singular values) promotes low rank 

 ∥ 𝑆 ∥1: elementwise 𝐿1promotes sparsity 

 𝜆 > 0trades off rank vs sparsity 

Step 3: anomaly score from sparse part 

A common anomaly score at time 𝑡: 

𝑠𝑡 =∥ 𝑆𝑡,: ∥2 

6. Case Studies and Empirical Evidence 

Automated timing and detection of anomalies in financial markets for vulnerability forecasting of assets or market participants is 

tested for flash crashes, liquidity droughts, and arbitrage windows. Detection signals point to significant trading activity or order-

book topology distortion; signal activity and positive alerts occur 500–270 s before selected flash crashes; both order-book and 

news signal contribute. Classification indicates 81% hit ratio, content analysis identifies 62% news-associated. Anticipated 

liquidity droughts trigger 1 ≤ Δdain ≤ 10 conditions; success rate exceeds 60%. Dip-to-peak arbitrage windows involving crypto 

and metal ETFs show 15% average return and 12% failure rate; early detection is feasible, but targeting excess returns needs risk 

constraints. 



 
Three dependencies characterize many real-world financial phenomena: extended memory (prior market evolution greatly affects 

the likelihood and impact of the event), nonuniform structure (certain conditions increase the likelihood of triggering a specific 

class of network anomaly), and risk-averse agents (the presence of a danger invites hedging against it). For illustration, a 

particular Rumor model of flash crashes is examined and signals associated with different types of events are exploited, covering 

both order-book topology and news content. The findings thus far demonstrate that these dependencies are present and that the 

signals allow early detection, yet detection methodology is not designed solely for empirical testing—different classes of events 

have different timing and warning characteristics. 

Many real-world financial phenomena are shaped by three important dependencies: extended memory, nonuniform structure, and 

the behavior of risk-averse agents. Extended memory implies that past market dynamics strongly influence the probability and 

impact of future events, meaning that historical patterns cannot be ignored when assessing financial risks. Nonuniform structure 

refers to the fact that certain market conditions or configurations—such as particular order-book arrangements—can increase the 

likelihood of triggering specific types of anomalies within financial networks. At the same time, risk-averse agents respond to 

perceived threats by hedging their positions, which can further influence market dynamics and amplify or dampen emerging 

signals. To illustrate these dependencies, a Rumor-based model of flash crashes examines signals derived from both order-book 

topology and news content, capturing how information and trading structures interact during market stress. The results indicate 

that these dependencies are indeed present and that the identified signals enable early detection of potential disruptive events. 

However, the detection methodology is not limited to empirical validation alone, as different classes of market events exhibit 

distinct timing patterns and warning characteristics, requiring flexible approaches to monitoring and prediction. 



 

 

6.1. Detection of Flash Crashes and Liquidity Droughts                                                                                                                    

Flash crashes and liquidity droughts represent two significant categories of anomalies. Flash crashes stem from temporary but 

extreme market imbalances—situations where market execution is sought against a limited number of offers, prompting a swift 

fall in price. High-frequency trading (HFT), while arguably providing liquidity in normal conditions, potentially contributes to 

liquidity dried-ups and subsequent flash crashes. Rich analyses and comments on the causes of particular flash crashes reveal 

market movements often induced by a limited quantity of orders similarly aimed on both sides of the market or by the 

disappearance of suitable providers of liquidity. Such conditions should therefore be considered for their market-microstructure 

signal toward early anomaly detection. The first detection signals were based on volume spikes relative to a rolling-average-

based threshold. A first evaluation confirmed that the alerts were indeed issued in close proximity to past flash crashes. Analysis 

of historical market data permitted an estimation of the typical detection window. 



 
Liquidity droughts relate to a timely identification of reduced market liquidity leading to a subsequent market scheduling for a 

period of time when the typical depth of the market is of reduced dimension. A typical market dry-up could be envisaged as an 

apparent vicious circle where traders interested in buying (selling) in a longer time horizon remain away from the market in a 

temporal interval in between because traders interested in selling (buying) decide to trade in a lower time interval. As a 

consequence, latent market makers become more sensitive to the price change since they would be the only ones that could 

execute the trade and therefore profits interested in executing the trade. Detecting such conditions that impose a possible 

limitation on future market orders for a temporal interval can support possible trading strategies related to the above situation by 

removing future unwanted price risks. 

6.2. Arbitrage Window Identification                                                                                                                                                                                                 

Conceptualizing an anomaly detection method that identifies temporal surveillance signals for the early detection of arbitrage 

windows represents a second, independent yet complementary application of the overall framework. This application is also 

examined as a case study, although the literature review and methodology sections are not repeated. Recent US–China trade 

tensions led to increased tariffs on billions of dollars’ worth of goods and sharpened market–specific investment risks. These 

signals suggested that a distinct risk premia might build up across the two markets, leading to a short-term arbitrage window for 

an investor. 

To check whether temporally well-defined signals could be generated, the topic was again discussed with a domain expert trader, 

who suggested a testable hypothesis formulated as follows: “Abnormal and disproportioned price misalignments between the 

CNY/USD and the USD/CNY reflect an encroaching arbitrage window.” The results indicate that temporal anomaly detection 

signals indeed exist, which could provide an early indication of breaches within these price ranges. These early warning signals 

are valuable, especially when considering a CTA-type of trading strategy dedicated to such short-term price deviations. The 

analysis of open interest in options markets and corresponding implied volatilities supports the argument of a narrowing cross-

market arbitrage window that could be fruitful or opportunistic to trade. 

7. Conclusion 

Detecting anomalies in financial markets represents a growing research area, particularly with regard to flash crashes and 

liquidity droughts as well as indicators of arbitrage opportunities that are open only for certain time intervals. The proposed Big 

Data analytics framework adopts an end-to-end structure capable of ingesting large quantities of market data and external signals, 

cleaning and normalizing them, detecting concept drift, and employing both supervised and unsupervised techniques for temporal 

anomaly detection. A case study focused on early-warning signals for flash crashes and liquidity droughts demonstrates the 

ability to trigger alerts ahead of the events, achieve high precision, and be redundant. The detection of short-lived arbitrage 

windows is found to be also feasible, although the windows occurring during a boom for Bitcoin-collateralized loans do not offer 

the expected profitability when putting in place corresponding Delta-neutral trading strategies. 

The research extends the analysis of these anomalies—traditionally examined in isolation—by investigating additional aspects 

such as signal strength, required advance warning, and potential profitability. The pipeline presented here serves as a proof of 

concept rather than an actual product, yet its modular design facilitates incremental personalization. Future work will address 

open issues, including the need for specialized processing and storage clusters; new data sources (e.g., news sentiment, social 



 
network sentiment, and macroeconomic indicators); further market anomalies or phenomena (e.g., price discos; opportunities to 

submit hedge fund liquidity providers); alternative methods for anomaly detection; and, within an enterprise context, the 

employment of sound data governance, well-defined data-science lifecycles, and model, data, and code versioning. The 

advantages of on-premises implementation—due to the assessed sensitivity of the data at hand—will also be analyzed, focusing 

not on the technical aspects of deploying the solution in a secure manner but rather on the issues of scalability, fault tolerance, 

and user-defined latency targets. 

Case study / metric Value Unit 

Flash-crash classifier hit ratio 0.81 ratio 

Flash-crash alerts: news-associated (content analysis) 0.62 ratio 

Liquidity drought success rate (exceeds) 0.6 ratio (lower bound) 

Arbitrage windows: average return 0.15 ratio 

 

                                          Table : Paper-reported headline metrics 

7.1. Future Directions                                                                                                                                                               

Anomaly detection during financial market stress has received increasing attention as these events may cause significant losses 

for market participants. However, the suggested deep neural network architectures typically operate in a supervised fashion and 

may not generalize to unseen anomalies. Temporal anomaly detection is often carried out with low-dimensional, pre-processed 

feature sets or via supervised models. 

The proposed framework implements an anomaly detection pipeline on high-dimensional, unpreprocessed, end-to-end market 

data. Temporal anomalies (flash crashes, liquidity droughts) are detected unsupervised with a combination of one-class SVMs, 

low-rank decomposition, and Gaussian mixture models. Signals are generated in near real time, and an analysis of false positives 

and false negatives demonstrates robustness. The architecture is well-suited for the identification of arbitrage opportunities of 

vanishing window in the options or equity markets, relying on the parallel processing capability of graphics processing units in 

the deep learning toolbox. 
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